USING INTERNET TECHNOLOGIES TO CREATE WEB-BASED HMI

ABSTRACT
The evolution of Web-based HMI has allowed real-time information from automation
systems to be accessible to anyone in the corporation using technologies such as XML,
SOAP, WML and XSL. These technologies can be used to implement Web-based HMI
by providing:
- Data interchange for standardized structured format (XML)
- Standardized communications between applications (SOAP)
- Ability to format XML to transcode data represented in XML into display
format for HTML and WML (XSL)
- Standard for displaying on wireless devices (WML)
These various technologies offer interoperability using a flexible, open standard giving us
new ways to access and deliver data. In industrial automation, these technologies will be
the foundation for data exchange, manipulation, and transmission. The Web is the
platform and these various technologies are the mechanism for pulling information
together using the intelligence of devices to solve real-world industrial automation
problems.
INTRODUCTION
WEB-based Human Machine Interfaces (HMI’s) represent the next step in the evolving
functionality of digital displays. In the past four decades, technology has changed
dramatically. For example, three decades ago, the personal computer (PC) and associated
digital technology permitted the rapid deployment of low cost displays, mostly in vivid
color, between operator and machinery.
Then, two decades ago, ever faster
microprocessors, greater capacity storage devices and more mature operating systems
permitted the functionality of these systems to grow in complexity to rival and surpass
the performance of minicomputer-based Supervisory Control and Data Acquisition
(SCADA) systems. And this past decade, PC’s technology invaded the plant floor and the
global Human Machine Interface (HMI) Software market exceeded $461 million in 2000.
It is projected to reach almost $741 million by the end of 2005, growing at a Compound
Annual Growth Rate (CAGR) of 9.9 percent, according to ARC Advisory Group.
Wireless, mobile and Web technologies are driving the growth in the HMI and related
software market. The WEB is a de-facto part of our everyday life and its extension to the
plant-floor is a foregone conclusion because of the inherent advantages it brings to
machinery and manufacturing operations. More than simply providing local supervision
for the process, the SCADA/HMI systems must work as a link between the Plant-Floor

and the ERP. By streamlining internal processes, and leveraging technologies like web,
wireless and mobile communications, a company can:
•

Find the full benefits of Enterprise Resource Planning (ERP) and production
management systems. These systems can only be realized with the existence of
databases that are updated with timely information from machines and operations
in the plant floor and the WEB is the most cost effective way to accomplish this
task.

•

Monitor and update maintenance and safety information such as reports and
alarms quickly. This information can be routed to the appropriate parties via the
WEB; wireless transmission can save time and money.

•

Simplify maintenance of distributed applications. Remote management of plantfloor devices using the WEB infrastructure is an easy and cost-effective method
of maintaining plant-floor applications.

•

Provide rapid access to plant operations. Plant information can be accessed
quickly and easily using a WEB browser from anywhere in the world where
connectivity to the WEB exists, either via public access or corporate intranet.

•

Provide a tighter integration with customers and suppliers. The web and the use
of data exchange standards such as XML provide the means to transparently
exchange information between customers, manufacturing operations, and
suppliers. Real-time collaboration with supply chain partners is key to providing
a competitive advantage in manufacturing.

Evolution not Revolution
Network-centric manufacturing has been around since the late 70's. Web-access implies
a server that is connected using the network glue called Transmission Control
Protocol/Internet Protocol (TCP/IP)-based connectivity. The U.S. Department of
Defense Advanced Research Projects Agency (DARPA), the result of a resource-sharing
experiment called Advanced Research Projects Agency Network (ARPANET),
developed TCP/IP in 1969.
The physical access to this network may be via an Ethernet card in a PC or an embedded
server in an instrument; it may also accommodate, among many choices, a coaxial cable
modem, a twisted-pair cable modem, a dial-up phone line modem, a fiber-optic
connection or a personal digital assistants (PDA) modem for a wireless local area
network (LAN).
The digital device connected to the network and supporting TCP/IP, may have HMI
functionality or may simply be a headless device that uses the Web-browser for display
(Fig.1).

Figure 1: Web-based HMI using a headless device
Factory equipment connects to the data collection device via a serial channel (the
traditional form for most PLC’s), a variety of Ethernet-based buses (Modbus TCP, AllenBradley EtherNet IP,etc.), proprietary networks (Modbus Plus, Allen-Bradley Data
Highway, etc) or Foundation-supported networks (Fieldbus, Interbus, etc.). Factory
equipment protocols are too numerous (the number of protocols in use in the plant floor
at last count exceeded 300) and often proprietary; therefore the OPC initiative is designed
to provide a layer of interoperability between plant protocols and the data acquisition
device.
Manufacturers must implement the systems that enable them to alter their manufacturing
process easily, while also integrating and interoperating with existing systems.
WEB SOFTWARE TECHNOLOGIES
The evolution of the WEB-based HMI previously described makes real-time information
from automation systems accessible to anyone in the corporate world with technologies
such as XML, SOAP, WML and XSL. These technologies provide:
•
•
•
•

Data interchange for standardized structured format (XML)
Standardized communications between applications (SOAP)
Ability to format XML to transcode data represented in XML into HTML
display format and WML (XSL)
Standard for displaying in wireless devices (WML).

Why XML? (eXtensible Mark-up Language)
The success and popularity of XML stems from its ability to be “self-describing.” For
example, every piece of XML data contains information that describes exactly what it
does. In turn, XML simplifies communications between non-homogenous platforms and
allows the vision of the virtual supply chain to become a reality. XML is not new, but
started in 1996 and has been a World Wide Web Consortium (W3C) standard since

February 1998. Before there was XML, there was Standard Generalized Markup
Language (SGML), developed in the early 80s, an ISO standard since 1986, and widely
used for large documentation projects. HyperText Markup Language (HTML), which
has evolved since 1990, is a widely popular for display data on the Web. The designers
of XML simply took the best parts of SGML, and guided by HTML, produced XML.
XML came about because of the need to represent and manage data on the Web. HTML,
graphic interchange format (GIF), and JavaScript (JScript™) have become the standard
for visual display and user interface on the Web. These standards allow a page to be
created once and be displayed at different times by many receivers. Now, the need exists
to represent and manage the data between different platforms. For example, HTML does
not provide a common way of representing data so software can search, move, display
and manipulate data. XML and XML extensions have become the standard for Webbased data transactions such as managing e-commerce business processes that connect
the enterprise with its suppliers and customers. In fact, companies have begun
developing XML-based voice files to deliver information to wireless phones. Detroitbased General Motors Corporation has claimed that they will be providing OnStar XMLbased wireless voice files to deliver weather forecasts, news, sports scores and stock
updates to wireless phones built into 30 models of their premier cars. According to Daryl
Plummer, an analyst at Gartner Group Inc. in Stamford, Conn., if a company strategy is
to deliver Web content to devices, then they need to be using XML and XSL (Extensible
Stylesheet Language) because 85% to 90 % of companies are committed to doing it that
way.
XML is a subset of SGML optimized for delivery over the Web defined by W3C. XML
improves upon some of the deficiencies found in SGML such as legacy requirements and
features that make generating SGML-based documents easier, but complicates its use on
the Web
XML ensures that structured data will be uniform and independent of applications or
vendors. The goal of XML is to provide:
-

A method for putting structured data in a text document

XML is used to represent highly structured hierarchical information. Often times, we
have data that is generated by an application such as Excel or Word, which can be
viewed in either binary format or text. In text format, we can view the information
without requiring the application that produced it, but often times it is inadequate
because it loses the structure of the information. XML is a set of conventions for
designing text formats for such data, in a way that produces files that are easy to
generate and read by a computer. It avoids common pitfalls, such as lack of
extensibility, lack of support for internationalization/localization, and platformdependency.

-

A format that is as easy to understand at HTML

Similar to HTML, XML uses tags and attributes to describe data. Tags indicates the
characters that deliniate a particular markup element. For example, a FONT element is
represented by a pair of tags, the start tag <FONT> and the end tag </FONT>. The text
being marked up appears between the tags and is called the content. An attribute is the
name of something that qualifies an element. Most attributes have either a discrete or
infinite set of values (or no value at all). Attributes always appear within the start tag.
For example,<FONT SIZE=”3”> content goes here. <\FONT>. In other words, FONT
element’s SIZE attribute is set to the value of 3. HTML markup describes what each tag
and attribute means while XML uses the tags only to delimit pieces of data and leaves the
interpretation of the data completely up to the application that uses it.
An XML document also consists of two parts:
-

Prolog – declares element names, attributes, and rules for valid markup of data.
Document instance –data with markup has one root element with all other
elements as children of the root; tree representation.

Other difference between HTML and XML are as follows:
HTML

XML

For display
For data structure
No knowledge of data
Presentation independent
Closed language; Standard
Open Language
Case insensitive
Case sensitive (because of Unicode)
Empty tag like <BR> requires nothing Tags without content and those which are
special
empty elements must use “/>” notation
White space is ignored
White space, including line breaks, is
significant within content
There is a basic set of XML commands that were defined in the XML 1.0, the
specification that defines what “tags” and “attributes” are, but there has been a growing
set of modules that provide sets of tags and attributes for specific tasks. For example,
Xlink defines a standard way to add hyperlinks to an XML file, Cascading Style Sheets
(CSS), the style sheet language and XSL is the advanced language for expressing
document transformations. In addition, OPC (originally OLE for Process Control) has
defined a draft of extensions specific to industrial automation. For example, the
World Wide Web Consortium has developed the template for DTD (Document Type
Definition -- files to facilitate the description and definition of XML data structures
and tag names and define how tagged elements are nested), but the message tag
definitions must be driven by collaboration between vendors and customers in specific
industries. Outside of agreed standards, both ends of a transaction must still agree
upon the content and definition of the XML message tag. However, one of the nice
parts of XML (as compared to SGML) is that it can parse and partially interpret
random XML-formatted data without reference to the Document Type Definition

(DTD) it conforms to. It is important that when something is put into XML format that
it also defines the schema for the data through a DTD.
Using SOAP?
Simple Object Access Protocol (SOAP) is a lightweight protocol for exchange of
information in a decentralized, distributed environment. SOAP is a way to use the current
Internet infrastructure to enable applications to remotely interact with each other. It is an
XML-based protocol that consists of three parts: an envelope that defines a framework
for describing what is in a message and how to process it, a set of encoding rules for
expressing instances of application-defined datatypes, and a convention for representing
remote calls and responses.
For example, imagine a component that lives somewhere on the Internet that implements
a notification and generation of a problem report interface. This method would be
invoked when an alarm acknowledgement is received. The following Hypertext Transfer
Protocol (HTTP) request represents how you would invoke such a method using the
SOAP prootocol:
POST /cgi-bin/problem-report.cgi HTTP/1.1
MethodName: Problem-report
InterfaceName: soap:cdl:com.develop.demos.problem_report
MessageType: Call
Content-Type: text/xml-SOAP
<ProblemReport>
<Number>0201379368</Number>
</ProblemReport>

This HTTP request points to a uniform resource identifier (URI) of /cgi-bin/problemreport.cgi. Since the SOAP specification does not state how a component is activated, it
is up to the code behind this URI to decide how to activate the component and invoke the
specified method.
The Content-Type header uses a value of text/xml-SOAP. SOAP uses this identifier to
define an HTTP entity-body containing an XML-encoded method invocation or response.
All SOAP requests and responses must use this Content-Type value to be recognized.
SOAP defines three extended HTTP headers: MessageType, MethodName and
InterfaceName. MessageType and MethodName, must be used with every SOAP
request. MessageType header defines whether the given HTTP body contains a method
call or a method response and must contain the values Call or CallResponse.
MethodName header defines the name of the method to inovke. InterfaceName is
optional and defines the name of the interface to which MethodName belongs.
InduSoft separates the content from the presentation layer to prepare for delivering
information to a range of devices. This is the power and beauty of XML; it maintains the

separation of the user interface from the structured data. It also allows applications avoid
keeping multiple copies of data.
Indusoft Web Studio imports and exports recipes, reports, and real-time data into XML
format. For example, InduSoft allows developers to store recipe data in XML format.
Recipes, in this case, mean a group of tags that are going to have their values saved in
XML and retrieved through the Internet Explorer V5.0 Web browser. The XML parser in
Internet Explorer 5 can read a string of XML data, process it, generate a structured tree,
and expose all data elements as objects.
First, you must enter the task tab under InduSoft Web Studio. Right click on Recipe,
select insert, and the recipe worksheet will be displayed. This worksheet has a checkbox
that allows developers to save the recipe file and tag values in XML. Whenever this
check box is checked, it is possible to write and read tags values to and from files in
XML format, by using the Recipe ( ) function.
The Alarms and Trends functions in InduSoft will be SOAP V1.1 compliant in the next
major release. InduSoft plans to have the Alarms and Trends function able to exchange
information in a distributed environment using SOAP to do XML-based application-toapplication communication.
Using XML to communicate to other packages?
XML is used as a data definition and manipulation language. Because data is being
exchanged in the XML format, it can be easily merged from different sources. For
example, Microsoft’s BizTalk specification consists of a framework description, a
repository for cross-industry schemas, and a process for posting and validating schemas
(figure 2).

Figure 2: XML basic architecture
Biztalk framework is a set of guidelines for how to publish schemas in XML and how to
use XML messages to easily integrate software programs together. In addition to XML,
the BizTalk Framework takes advantage of standard such as Multipurpose Internet Mail
Extensions (MIME) and SOAP. The support for SOAP will allow developers to create
applications and services that can be more easily integrated, independent of operating
system, programming model or programming language. The BizTalk Framework 2.0
allows organizations to use standards such as Hypertext Transfer Protocol (HTTP) and
Simple Mail Transfer Protocol (SMTP) to transmit information over the Internet
The BizTalk server provides business-to-business document interchange and provides a
server for routing information between different people based on the specific values.
Many leading technology companies like SAP, BAAN, CommerceOne and InduSoft are
developing application integration components (AICs). These AICs provides the
capabilities for software packages to integrate with Microsoft’s BizTalk. For example in
InduSoft, an alarm occurs that generates an XML-based Biztalk representation of a
problem report. This is sent to a BizTalk Server and the BizTalk Server then shares the

information with other application or the web (figure 3).
The BizTalk Server is a
scalable server product that will facilitate the interchange of BizTalk Framework-encoded
information
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Figure 3: Biztalk as interface to exchange data between web applications
Some of the obstacles that are still being defined:
As the virtual supply chain becomes a reality, there are several obstacles that still need to
be defined:
- Common XML document definitions are just being defined
- XScheme has just recently been standardized
- Architecture and discovery standards are evolving
- Registries and repositories are beginning to address XML
There are many different standards initiatives that are focused on addressing these
obstacles, for example:
§
§
§
§
§
§

Microsoft's BizTalk (http://www.biztalk.org)
ebXML - electronic business XML (http://www.ebxml.org)
RosettaNet - (http://www.rosettanet.org)
OPC - (http://www.opcfoundation.org)
IETF - (http://www.ietf.org)
W3C - (http://www.w3.org)

PRATICAL APPLICATIONS
Distributed production facility management
Enterprises with global operations have globally distributed production facilities. These
production facilities some times overlap with similar products, processes, equipment and
organizations. Collaborative sharing of information gained from the shop floor of these
production facilities can bring in cost savings and competitive advantage as depicted
below (figure 4)

Figure 4: XML based Business-To-Business transaction using data from the Plant-Floor
In this example both plants have implemented XML technology to integrate their
solutions. The sharing of this information between plants provides virtual load-balancing
capabilities and, in turn, provides better production scheduling between plants.
Remote Maintenance System
Another example is a web-based remote maintenance system for a hardware Original
Equipment Manufacturer. (OEM). This system allows the OEM, after installing the
equipment at the customer site, to debug, maintain and update their application remotely
using the web, thus reducing their total cost of maintenance and service as well as
increasing customer satisfaction.
Conclusion
The use of XML, from embedded systems to human machine interfaces, to distributed
systems and database management, is growing in importance in the industrial automation
world. It has become the de facto standard for data communication between different
applications and systems and throughout the Internet. The real benefit of XML will be
when the industrial automation world standardizes the terminology of problem reports,
supplies requests, part numbers, bill material numbers, customer numbers, document
types, shipping characteristics, and all the terminology that allows us to work together
and communicate from the factory floor to the top floor using the same language. And

when you think about the inefficiencies that exist in the industrial world with disparate
devices and systems that do not communicate or cannot share information, XML offers
huge potential for cost savings, interoperability and new opportunities.

