With Contents Under Pressure

county, state, and federal agencies develop interoperable first
responder network with InduSoft Web Studio
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High resolution drawings make it possible to see the status of protection systems at a glance .

+ High resolution graphic
interface, easy to use in
emergencies.

* Local area network
collects all sensor
information.

* Comprehensive real-time
and historical trend
records record
pressurization.

+ Data available over web
connections to
password-embedded
browsers everywhere.

* WiMax technology for
multi-county, multi-
agency first-responder
network.

Background

All politics is local. In the case of a
decision to destroy existing stock-
piles of U.S. chemical weapons, the
impact to local communities was a
concern of agencies tasked with
managing that effort.

Of particular interest was a chemi-

cal depotin Umatilla, Oregon, one

of eight U.S. Army installations in
the United States that currently
store chemical weapons. The local
component was a commitment by
adozen or more U.S. counties and
the U.S. Army Chemical Com-
mand. The original mission was to
stockpile American chemical weap-

onsin 1941 in preparation for U.S.

participation in WWII. From
1990 to 1994 the facility reorgan-
ized in preparation for eventual
closure, shippingall conventional
ammunition and supplies to other
installations. Today, the Umatilla
Chemical Agent Disposal Facility
is designed for the sole purpose of

destroying the chemical weapons

stored at the Umatilla Chemical
Depot. The facility was completed
in 2001, and the Army began
weapons disposal in 2004.

To protect the local communi-
ties, a special program was needed.

FEMA and the Army partnered
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with local communities to develop
CSEPP: Chemical Stockpile
Emergency Preparedness Program.
As partof CSEPD first responders
can use wireless, InduSoft Web
Studio to monitor the status of the
systems used to keep schools safe. A
school like this can be a safe refuge
when properly equipped and

monitored.

TheProblem
The U.S. Army had to deal with
over 31 million pounds of the worst
imaginable chemicals—Sarin, VX,
and blistering agents—all stored and
destroyed inside nine federal arsen-
als. For this reason the CSEPP pro-
gram is comprehensive, providing
protective measures outside the pe-
rimeter of arsenals.

Early warning systems and spe-

cial ‘always-on’ radios—like weather
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radios—could give individual
households plenty of time to either
evacuate or to take precautions in
their current shelter, but schools
posed a special problem. To protect
the children, the best defense
would be protective systems at the
schools themselves. Powerful car-
bon filtration would filter inlet air
at locations inside the school-like
the gym—could be kept under posi-

tive pressure until the hazard had
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passed and cleanup accomplished.
To make the system work, school
officials needed to monitor the po-
sition of every door and window
damper so pressurized lockdown

could be achieved.

The Solution

To keep the schools safe, a noted
consulting firm, SCM, developed
an overall scheme and designed

specialized systems, including high

®
Lefi:
The pressurization of the school
is trended to show if and when

any hazardous conditions exists




capacity carbon filters and special-
ized HVAC equipment. In the
original deployments, this special
HVAC system was controlled by
pushbuttons and lamps. However,
Bill Howard of Umatilla County
Emergency Management felt a
more modern system with a graph-
ic display would be better. “If there
is an event, we have to quickly
move people into the protected

zone and then verify thatall doors

Right:

School officials hope the system
will never be used. But it is seen as
a necessary part of the regular
maintenance program for the

special HVAC system at the school.

and windows are closed, perhaps
sending people out to close them.
With the old system, this meant
cross referencing numbered lamps
using a placemat-sized drawing.
This takes precious moments, and
introduces an opportunity for error
in an operation where error is just
notacceptable.”

Protective systems were pro-
cured through the usual acquisition

process. Umatilla County CSEPP
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selected prime and sub contractors,
and turned to Hiline Engineering
to create the critical new safety con-
trol system. Hiline picked InduSoft
Web Studio because InduSoft could
offer both a superior HMI on an
embedded, Windows CE device
with a flat panel display, and a relia-
ble interface to the PLC and I/O
network used to monitor door win-
dow damper and HVAC status
throughout the school.
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Using the InduSoft Web Studio
software, school officials could see
the status of school pressurization,
and quickly identify any open
doors or windows that could pre-
vent a safety seal. “We picked In-
duSoft for its features, but what
was most important was the sup-
port,” said Tim Armstrong of Hi-
Line Engineering. “To increase us-
ability, we were using high

resolution architectural drawings
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for the graphics. This pushed us to
the limits of the hardware platform,
but InduSoft helped us work past
the bottlenecks”.

As the project developed, the
need for interagency communica-
tion became evident to Bill Ho-
ward. In the event of a chemical re-
lease, first responders needed to
know where people were and the
status of their protection systems.
And all of this information had to
be communicated across Federal,
State and City agencies.

Fortunately, the CSEPP pro-
gram allowed for the provision of
supported development for a first
responder wireless network. A glob-
al WiFi/WiMAX company, ez-
Wireless, won the contract to pro-
vide seamless broadband coverage

from towers across an area cover. 1ng

eight cities and 35 State, Local and
Federal agencies—more than 600
square miles in all. This is one of the
first WiMAX networks; using
802.11g for connection to devices.
The system is locked down and se-
cure, and is available only to au-
thorized agencies. Bill Howard had
HilLine develop an open Web por-
tal to the wireless network. The In-
duSoft Web Studio software be-
comes a Web server , displaying the
system status through a simple Web
page, available to anyone with ac-
cess privileges.

In addition to the InduSoft Web
Studio software in the school, hun-
dreds of people and devices connect
over the network; IP wireless video
cameras, street lights, emergency
signs, automated barricades and, of

course, police and fire vehicles all

connect to the system as needed.
ezWireless further backs this com-
munication network with applica-
tions that can track the plume from
apossible discharge. Factors such as
local weather and wind patterns can
be tracked, and many other appli-
cations including day-to-day law
enforcement all benefit from the
system. Now, Police and Fire units
can check the status of an incident
even when traveling at 70 miles per
hour between access points. And
the status of the schools safety sys-
tems are available seamlessly at Bill
Howard’s desk 30 miles away, and
on hislaptop.

Results
The system is and has been working
well in Umatilla and Morrow

Counties, although it has been used

only in practice drills. The Web-con-
nected InduSoft system has proven
so successful that its use has been ex-
panded to other counties and other
states. It's also retrofitted to older
schools that had been previously pro-
tected by un-communicative, out-
dated pushbutton and lamp systems.

The success of this sophisticated
system to ensure the safety of schools
stands in stark contrast to some other
efforts at Federal, State and Local in-
terconnectivity. Many of these have
fallen short, mired in inter-agency
turfbattles and funding disputes. Bill
Howard thinks he knows why. In this
case, everyone involved managed to
push the limits of technology and get
the system they needed. “We needed
to be completely sure, for the safety
of our children, that the system

would work”.
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